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APPLYING THE RIGHT LEVERAGE 

How can—and do—small audit shops leverage audit technology effectively? 
This is the central focus of Audit Technology Insights 2013, a new TeamMate 
report that looks at the primary technology-related issues facing smaller audit 
functions today and describes how audit leaders from around the world are 
addressing these challenges. To gain input for the report, we conducted a series 
of roundtable discussions and follow-up interviews with more than 30 audit 
leaders representing a broad mix of small audit groups, which we define as 
internal audit functions with 1-10 staff members. What we can conclude from 
this input is this: For small audit shops, the effective use of technology is an 
imperative, not a luxury, and is the only way for smaller audit organizations to 
achieve needed audit coverage.

As Audit Technology Insights 2013 indicates, smaller audit departments must contend with a host of major 
obstacles—ranging from available time, funding, and skills constraints to the need to master new technologies and 
retain acquired knowledge—in order to gain greater value from technology. On the plus side, leading small audit 
shops appear to be well aware of these challenges and are taking steps to address them effectively. A case in point: 
Risks related to unplanned turnover, which tend to be proportionately greater for smaller audit shops than for larger 
audit organizations in terms of the potential impact from the loss of skills and knowledge. To deal with the constant 
challenge of talent turnover, audit leaders contributing to this report suggest assessing the skills and knowledge of 
staff members to identify points of vulnerability, tapping technology champions to cross-train staff and build skills, 
using audit management  systems as knowledge repositories, and documenting continuous auditing scripts and 
program logic. The bottom line: Technology-driven knowledge-sharing and retention can help mitigate the risk of 
knowledge loss linked to turnover. 

Audit Technology Insights 2013 also addresses the importance of stakeholder support in achieving technology 
goals. One audit leader talks about the ability of technology to “reduce internal audit’s footprint on the business,” 
noting that when internal audit functions gain direct access to data, they can eliminate the need for business units 
to pull samples. To gain budget support, another CAE suggests figuring out how new audit technology could benefit 
one or more senior executives. A third observer says that by conducting information sessions on technology for 
audit committee members, audit leaders can set the stage for a strategic review of the funding needed to achieve 
their technology-related goals. 

This report, which we developed with Richard J. “Dick” Anderson of DePaul University and J. Christopher Svare 
of Partners in Communication, is part of a long-term effort by TeamMate and Wolters Kluwer to share ideas and 
insights about how to leverage the power of technology to improve internal audit performance. We look forward to 
your feedback.

Mike Gowell 
TeamMate Vice President & General Manager

INTRODUCTION
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ASSESSING TECHNOLOGY BENEFITS & VALUE
How can technology strengthen internal auditing? In a host of ways, according to audit leaders interviewed for 
this report, as reflected by the comments below:

Automation enables the audit staff of Williamson County, Texas, to conduct a greater number of audits with more 
in-depth coverage, according to Kathy Wierzowiecki, Director of Internal Audit for the county, and Jalyn Morris, 
a member of her staff. “Technology cuts down on review time because everyone is in sync and the review format 
is the same each time,” says Wierzowiecki. What’s more, says Morris, “electronic work papers increase efficiency, 
reduce paper, and put everything at your fingertips.”

When asked about the value of technology to internal audit, Lee Yuill, Vice President of Corporate Internal Audit for 
Capella Healthcare, a Franklin, TN-based company that operates acute-care and specialty hospital facilities in seven 
states, cited the ability to increase the speed and efficiency of the audit process, achieve better audit coverage, and 
address inefficiencies in manual operations. Technology also can help internal audit departments improve quality 
and strengthen compliance with The International Standards for the Professional Practice of Internal Auditing (“The 
IIA Standards”), according to Bennett Anyanwu, Deputy General Manager/Audit for Total E&P Nigeria Ltd., a global 
energy company. Total E&P Nigeria Ltd. uses SOCRATE, an in-house compliance tool, to provide online quality-
assurance assessments of the company’s internal controls.

In addition to facilitating greater audit coverage, leveraging technology effectively can “reduce internal 
audit’s footprint on the business,” says Lee Bedford, Senior VP/Audit & Chief Risk Officer for HealthMarkets, a 
$500-million health-insurance company based in North Richland Hills, TX. “When we gain direct access to data,” 
says Bedford, “we eliminate the need for business units to pull data samples—a real timesaver all around.” 

Gaining Value from a Knowledge Repository
An audit management system can serve as an effective knowledge repository, suggests Bedford, who heads a 
seven-person internal audit and risk management group at HealthMarkets. “My auditors are constantly reviewing 
historical information to ensure that their audits are as effective and efficient as possible,” he states. “A new 
auditor coming in, or an auditor repeating an audit that was performed two years ago, can look at the prior history 
and know what systems and documents need to be checked. The auditor can then review the steps performed 
previously and make necessary adjustments for the current audit.” 

In addition to serving as a knowledge repository, an audit management system can add credibility to a small 
audit shop, says Bedford. “When regulators come in, and you’ve got a small audit staff, they expect you to hand 
them a pile of files and work papers,” he states. “They don’t expect to be able to come in and pull reports or to 
have electronic files available to them.” Likewise, audit technology solutions can provide important benefits to 
other key internal audit stakeholders, suggests Ross Wescott, Chief IT Auditor for Portland General Electric, a 
$1.8-billion electric utility based in Portland, OR. To this point, he said his department is providing the company’s 
external auditors with an EWP (electronic work papers) reader to facilitate direct access to the department’s audit 
management system. 

Strengthening Quality Control, Report Accuracy & Evidence
For the chief audit executive of a mid-sized financial services firm based in the Northeast, increased audit efficiency 
and output and push-button report generation are key attributes of the company’s audit management system; so, too, 
are the ability to strengthen quality control and report accuracy and back up audit findings with solid evidence. 

Erwin Smit, Director of Internal Audit for Ziggo, a €1.4-billion Dutch firm that provides cable television, broadband 
internet and telephone service to both residential and commercial customers in The Netherlands, cites a different 
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set of attributes for his company’s audit management system. For Smit, the system’s value stems from its ability to 
improve documentation and document-handling, facilitate time capture, and develop audit trails as well as streamline 
audit follow-up and report generation. What’s more, he adds, the system strengthens internal quality processes 
through mandatory procedures and reviews.  

In addition to more effective documentation, audit technology solutions are helping Ruth Bartholomew, Director 
of Internal Audit for Rex Hospital, Inc., a 660-bed acute-care and skilled-nursing facility located in Raleigh, NC, 
strengthen report consistency and facilitate data sharing. The hospital, consistently ranked among the top health-
care facilities in the United States, is part of the University of North Carolina Health Care System (UNC HCS), which 
has a total of eight internal auditors, including Bartholomew. Expanded audit coverage facilitated by technology is 
enabling the health-care system’s internal audit professionals to provide important information and insights to the 
audit committee, board of directors, and management, says Bartholomew.

ASSESSING TECHNOLOGY BENEFITS & VALUE

Looking Ahead 
In addition to discussing their current activities, audit leaders interviewed for this report talked about their 
goals and plans for the future. “Our shop is leaning more towards periodic monitoring,” says Anthony J. 
Minor, Director of Internal Audit for Basic Energy Services, an oil-and-gas-production company based in Ft. 
Worth, TX. “We look at data at the start of each audit. When we look at a region, for example, we compare 
it with the rest of the company. The next step is to look at 100% of transactions across the organization.” 
Another Texan, Tony Dean, Internal Audit Manager with Houston-based EP Energy, says his company is 
looking to conduct real-time assessments driven by data.

A number of other internal audit leaders view risk management as a fertile field for internal audit groups 
to strengthen their functional contributions to their parent organizations. One CAE is seeking to automate 
his company’s ERM activities while another talks about moving beyond risk mitigation to risk optimization. 
Meanwhile, Adrienne Slaughter, Manager of Internal Audit for Delta Community Credit Union in Atlanta, 
wants to capture more real-time risk. “Our prior assessments have been solely interview in nature,” she 
states. “We’d like to be able to put more numbers, statistics and measurements behind our assessments and 
capture more of our risk in real time. We’re also planning to implement a three-year rolling audit plan.”

Expanding the use of ACL scripts and determining how to audit mobile computing activities effectively were also 
mentioned by report participants as promising avenues for internal audit to deliver greater stakeholder value.



7

TARGETING COST CONCERNS
Operating under major cost-containment pressures for a half dozen years or more can make it difficult for some 
internal audit functions to get the financial backing they need to make desired investments in technology. So states 
Bob Lowry, Director of Global Audit Services for Steelcase, a global, $2.9-billion manufacturer and distributor of 
office-furniture based in Grand Rapids, Michigan. “A lot of companies have had to take down their headcounts and 
cut costs so extensively in recent years that they’re barely getting by,” says Lowry. “Let’s say you’re the head of 
internal audit for such a company, and you seek approval for some technology solution that you believe will make 
you more productive. Executive management might respond with something like, ‘Tell me what other costs are 
going to come out.’ The problem is that you likely can’t reduce your headcount or cut your costs any more without 
jeopardizing your effectiveness.”

Stress Cost-Benefits 
“Everybody is watching their dollars these days, so you really have to sell the benefit against the cost,” suggests Lee 
Yuill of Capella Healthcare. “You have to be well prepared and do your due diligence,” he states, “and you need to 
be mindful of the audit committee’s risk appetite.” 

Thinking strategically can also pay big dividends. To justify their investment in a major technology system, members 
of Yuill’s department first figured out how new audit technology could also be used to help the company’s CFO. And 
they talked about how accountability and the ability to address open issues are built into the system. Once the CFO 
confirmed that the system would help automate follow-up measures as well as speed up closure on audit issues, 
Yuill got his approval.

To assess the merits of a potential technology investment, HealthMarkets’ Lee Bedford recommends projecting 
returns on investment, year after year. In weighing the purchase of a major technology system, for example, an 
audit group could look to master the software’s electronic work papers capabilities during Year 1 to gain the benefits 
of real-time reviews. Then, in Year 2, members of the group could add a data-mining or risk module. “It’s critical for 
an audit department to lay out the anticipated benefits of technology and determine what it can realistically tackle 
on a year-to-year basis,” Bedford states, adding that large, up-front user fees can be a significant challenge for 
smaller audit shops in particular. 

Gaining Stakeholder Support
Despite widespread cost-containment pressures, not every internal audit function faces an uphill battle when 
seeking financial backing for technology investments. A case in point: EP Energy, a Houston-based company 
involved with the exploration, development and production of oil and natural gas. “Everyone on the executive 
committee is on board with the need to make good use of technology, much more so than in the past, because 
of their desire for more transparency in our financial and operational performance and beyond,” says Tony Dean, 
Internal Audit Manager for the company. “They want to know how we are doing and see technology providing 
the means to keep them informed,” he states. One of his department’s key goals is to apply continuous-auditing 
techniques on a quarterly basis to audit the company’s international operations for potential issues related to the 
Foreign Corrupt Practices Act. Dean figures that a $30,000 investment in the technologies needed to conduct 
quarterly FCPA audits would more than pay for itself in the form of enhanced and more timely risk coverage 
stemming from substantive auditing on a sample basis as well as reduced travel expense. 

Another audit leader reporting strong stakeholder backing for technology investments is Ross Wescott, IT audit 
chief for Portland General Electric. The company’s chief audit executive and audit committee were presold on 
the ability of technology to increase audit efficiency, strengthen project management, and examine entire data 

TARGETING COST CONCERNS
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populations as opposed to samples alone, says Wescott. Likewise, Tommie McBee, Director of the Internal Audit 
Activity for the Santa Rosa Rancheria Tachi-Yokut Tribe in Lemoore, CA, reports that cost is not an issue when it 
comes to senior management support of internal audit’s technology investments. “I’ve shown management how 
our technology investments are cost effective based on the size of our shop and the number of audits we are able 
to do,” he states. “With our purchases of TeamMate and ACL, I just showed management the cost/benefits and they 
were OK with it.” A similar report comes from Kathy Wierzowiecki of Williamson County, TX, in Georgetown. Over 
time, she said, her department was able to convince their County Commissioner overseers that their chosen audit-
technology solution would enable them to be more efficient, thus minimizing future costs. 

TARGETING COST CONCERNS
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Small Audit Groups Report Strong Use of Data Mining  
According to 2012 TeamMate Internal Audit Technology Survey results pertaining specifically 
to smaller audit functions, significant numbers of audit groups around the world with 1-10 staff 
members are (1) making widespread use of data mining, (2) projecting near-term increases in the 
use of technology for risk assessment and data analytics as well as issues tracking and continuous 
auditing, and (3) anticipating an uptick in technology funding. More than a third (294, or 36%) of 
the 819 TeamMate users from around the world responding to the 2012 TeamMate Internal Audit 
Technology Survey (IATS) were from small audit groups, defined as those with 10 or fewer members. 

Highlights of the 2012 IATS survey results focusing specifically on audit groups with 1-10 members:

Data Mining
Nearly half (49%) of the small-audit-shop respondents reported using data mining—a figure that is 
higher than their reported use of either risk assessment tools or issues tracking tools. 

A lack of specific training is the largest barrier to a greater use of data mining among small audit 
groups, followed by time constraints. 

Projected Increases in Technology Tools over Next 2 Years
 ❱ Risk Assessment—67%

 ❱ Data Analytics—63%

 ❱ Issues Tracking—59%

 ❱ Continuous Auditing—50%

Cost Issues & Considerations
 ❱ 35% expect their technology budgets to increase within the year

 ❱ 36% see their budgets for technology increasing over the next two years

Skills & Training 
 ❱ 75% rely on internal training to equip staff members with data-mining skills

 ❱ Nearly a third of small-audit-shop respondents indicated all of their staff members are fully 
proficient with their technology tools; by comparison, only 22% of the total pool of 2012 
survey respondents reported such proficiency

 ❱ 56% of the small-audit-shop respondents reported that most of their staffs were proficient with 
their technology tools
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ADDRESSING TIME CONSTRAINTS:  
THE UNIVERSAL CHALLENGE
Ask a group of internal auditors to name their top challenges and you can bet that time considerations will be at 
or near the top of the list. “We have access, we have secure VPN lines, and if we’re at an audit site or working from 
home, we have connectivity,” says Tommie McBee of the Santa Rosa Rancheria Tachi-Yokut Tribe. “Our biggest 
challenge is time. We have a set number of hours assigned for each audit and those hours take into account 
vacation time, sick days—everything. What’s more, we have to balance audits and audit deadlines with the need 
to learn new software or whatever else we are introducing. That’s a lot to juggle.” Ruth Bartholomew of Rex 
Hospital agrees wholeheartedly. “Trying to encourage internal audit process improvements while at the same time 
addressing day-to-day audit work is a challenge for every auditor,” she states.

To address the ever-present time issue, audit leaders interviewed for this report offered the following suggestions:  

Simplify Your Approach to Time
At Steelcase, internal audit used to assign project time across a total of 15 categories, says Bob Lowry. No more. 
Rather than break time down by project, the internal audit function is taking a more simplified approach to time 
focused more on resource allocation as opposed to measuring productivity on an audit-by-audit basis. After all, 
Lowry states, “You don’t necessarily know how much time you are going to spend on an audit until you get into it 
and identify issues requiring greater attention.”

Allocate Specific Block of Time to Key Priorities
“We aim to include 40% of our overall project time in our audit planning phase to make sure we have sufficient 
time to address high-priority engagements and projects,” says Tony Dean of EP Energy. “That leaves roughly 
40% for completing fieldwork procedures, 10% for issuing high-quality reports, and 10% for follow-up auditing 
procedures to ensure that management commitments are implemented.”

Turn Upgrades into Projects 
When the internal audit function of HealthMarkets needed to find time for a major software upgrade, it requested 
approval from the company’s audit committee to add the project to its annual audit plan. By doing so, says Lee 
Bedford, the department ensured that it would have the necessary resources to achieve its upgrade objectives. 

ADDRESSING TIME CONSTRAINTS: THE UNIVERSAL CHALLENGE
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SKILL & KNOWLEDGE DEVELOPMENT:  
TWO CRITICAL NEEDS 
To many internal audit leaders, a shortage of the skills and knowledge required to deliver effective audit coverage 
and address expanding stakeholder expectations are two of the most difficult challenges facing smaller audit 
shops today. 

For the internal audit department of Basic Energy Services, the lack of strong technology skills is the most limiting 
factor, according to Anthony Minor. “I’ve got a young team, full of ambition and desire,” he states, “but I’m the most 
technology savvy person on the team, which is not ideal.” Part of the problem stems from the sheer complexity of 
companies operating in the energy sector, suggests EP Energy’sTony Dean. He says there is a steep learning curve for 
internal auditors new to the oil-and-gas exploration and production industry, which has unique risks and processes.

Experienced auditors with limited data-mining computer skills pose a completely different set of challenges, says 
Rex Hospital’s Ruth Bartholomew. When technology skills vary among audit staff members, she states, the ability to 
share information quickly and effectively is particularly important. At Total E&P Nigeria Ltd., internal auditors have 
the ability to share information and documents through Sharepoint but they lack an on-staff IT capability, according 
to Bennett Anyanwu. By partnering with corporate IT, the internal audit department is seeking to tap the technical 
expertise it needs as well as gain access to software upgrades and complex data extractions, he says. In addition, 
internal audit is benefiting from a major corporate commitment to the role of technology champions. 

Leveraging IT Champions
“Total E&P Nigeria Ltd. assigns IT champions to specific software so they can transfer their know-how to their 
peers,” says Anyanwu. Of the company’s four champions, three are members of the audit staff, assigned as follows: 
one for the entire TeamMate suite; one for SOCRATE, a proprietary, web-based application, for periodic assessment 
and reporting activities related to Sarbanes-Oxley controls as part of the company’s annual audit plan; and one for 
BaseAudit, a proprietary, web-based audit database used for continuous monitoring of oil-and-gas joint-venture 
audit claims. The company’s fourth IT champion is assigned to SAP NetWeaver Business Warehouse, the business-
intelligence, data-analytics, and data-warehousing solution used by Total E&P Nigeria Ltd. for data-extraction and 
data-mining activities.

Another advocate of the IT champion concept is Tommie McBee of the Santa Rosa Rancheria Tachi-Yokut Tribe. 
“We assign people to be champions so they will gain new knowledge and share it with the staff,” he states. “They 
help facilitate our Monday morning training sessions, where we go over various audit steps, procedures and report 
writing associated with a particular audit.”

Enhancing Skill Sets 
Like many of his peers, Tommie McBee is highly committed to skill development and, in his case, capitalizing 
on what some audit leaders have described as the tenacity for learning often found among younger auditors 
who strongly embrace technology and its potential. “All of my staff members are young, and some are 
new to auditing,” he states. “I want them to be equally trained … to have the same knowledge so they are 
interchangeable pieces. If one person leaves, I want another person trained to step in and do the job without the 
need for any additional training.” 

McBee says members of his staff welcome the opportunity for skill development and advancement. “The more I 
introduce technology into their jobs, the more comfortable they are,” he states. “They know that their technology 
knowledge and skills make them more marketable.” 

SKILL & KNOWLEDGE DEVELOPMENT: TWO CRITICAL NEEDS
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By cross-training his staff, Tommie McBee is addressing a key strategic risk for small audit shops, in particular: 
Knowledge walking out the door with exiting employees. Another approach to mitigating this risk, one practiced 
by the audit staff at Steelcase, is to place a high priority on the documentation of knowledge and procedures. Led 
by Bob Lowry, the internal auditors at Steelcase are developing standard protocols to document their continuous 
auditing scripts and program logic. “We’ve built up our script libraries so that if one person goes, someone else can 
pick up where the departed person left off and we avoid inefficiencies relating to the need to start over,” says Lowry.

Serving as Catalyst to Spur Greater Use of Data Tool 
“Within large organizations, it is common for multiple process owners to have access to the same 
information,” says Lee Yuill of Capella Healthcare. “What they do with this access is another matter.” 
To illustrate his point, Yuill cites his department’s experience with the Business Objects data-query tool. 
Although the software was available across the company, the lack of centralized training support meant that 
Yuill and his two internal audit associates had to learn the system themselves.

What drove internal audit to learn the new system? For the most part, says Yuill, wanting to mine financial 
data. “In learning Business Objects, we quickly saw the potential benefits to other parts of the organization 
and we took steps to share our observations across the company. For example, we determined that Capella’s 
Supply Chain business unit could use Business Objects to improve its performance. In this sense, internal 
audit has become a catalyst to spur system use across the organization.”
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IMPROVING DATA MANAGEMENT:  
A COMMON GOAL
For Ross Wescott, Chief IT Auditor for Portland General Electric, gaining access to corporate data was no small 
feat. Wescott’s request to examine some 2,000,000 financial records ran up against a 50,000-at-a-time limit 
from corporate IT for PeopleSoft SQL queries. At the 50,000-per-request rate, Wescott figures it would have taken 
him three to four months to update some 40 financial files using PeopleSoft SQL Query—a task he wanted to 
conduct monthly using the PeopleSoft system for ACL. When Wescott sat in for the company’s director of internal 
audit before the audit committee, he described his data-access challenge and got the leverage he needed to deal 
effectively with corporate IT. “You don’t use the audit committee lever that often, but in this case I thought it was 
warranted,” Wescott states. “Now, with the PeopleSoft system for ACL, it only takes me an hour to update a year 
and a half of data, and it’s no drain on the network or the live PeopleSoft system.” 

Addressing Business Needs to Improve Data Access
“We took a different approach to improve data access,” says HealthMarkets’ Lee Bedford. “We thought it would be 
better if we won over the business, so we tried to identify the business’s pain points in seeking access to data. Then 
we used automated tools to analyze data and create exception reports that are emailed to the appropriate business 
owner. The business responded with comments like, ‘Wow, this is great; Internal Audit can help us out and solve a 
major control problem at the same time.’” The bottom line, says Bedford: “The business became a valuable ally in 
our push for greater data access from corporate IT.” 

Lee Yuill of Capella Healthcare suggests that internal auditors need to do a better job of educating business owners 
about their responsibilities for internal audit groups to achieve internal audit objectives. To Yuill’s way of thinking, 
business-owner responsibilities should extend up to and including systems and technology oversight and selection 
as well as controls monitoring. “That would eliminate much of the need to write up issues, write responses and 
conduct follow-up,” says the health-care chief audit executive, “which would make our job as internal auditors a 
whole lot more efficient.” 

Yuill also advises internal audit groups to have a report writer on staff, describing the role as “someone who knows 
the ins and outs of a system and can share his or her knowledge and insights with other members of the team.” 
A key benefit of a report writer—a role that Yuill readily agrees is similar to that of a technology champion—is to 
help an internal audit group navigate multiple paths to data. “With a lot of these (technology) tools, there can 
be multiple paths to getting the data you want,” says Yuill. “You could take the long scenic route around the 
pond or you can get there in a few minutes.” Obviously, Yuill believes you’ll get there faster with a report writer or 
technology champion on your team.
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Key Insights from Leading Internal Auditors 
Develop a Technology Strategy and Plan—Establish a plan for using technology, make it intelligent, and work with 
it, suggests Ross Wescott, Chief IT Auditor for Portland General Electric, a $1.8-billion electric utility based in Portland, 
Oregon. “If you don’t have a plan, you will never reach anything,” he concludes. 

Trust, But Verify—Adrienne Slaughter, Manager of Internal Audit, Delta Community Credit Union, Atlanta, GA, echoing 
a slogan popularized by President Ronald Reagan

Learn One Process, One Tool—Trying to master the skills required to take advantage of core system tools can 
strain the resources of a smaller audit group and detract from its core audit mission, says Julie Dahle, Director of Risk 
Management for the Bank of North Dakota, the nation’s only state-owned bank. “For a small audit shop, it can make 
more sense to learn just one process and a single tool and apply what you’ve learned to everything you are working 
with, whether financial or operational,” she suggests. “For us, a single solution like IDEA helps alleviate the challenges of 
our small staff size and limited resources.”

Document Knowledge & Procedures to Combat Knowledge Loss—Every internal audit group faces the challenge of 
knowledge going out the door with talent. To mitigate this problem, Bob Lowry and his staff at Steelcase are developing 
standard protocols to document their continuous auditing scripts and program logic. “We’ve built up our script libraries so 
that if one person goes, someone else can pick up where the departed person left off and we avoid inefficiencies relating to 
the need to start over,” says Lowry.

Don’t Overlook the Human Element—“You can bring knowledge and tools in from outside but you can’t forget the 
importance of human bonding, especially among your workers.” —Erwin Smit, Director of Internal Audit for Ziggo, the 
largest cable operator in the Netherlands

Think Internally First—“If you tap internal resources to implement a new technology tool or system rather than 
bringing in a consultant, you achieve more leverage over the process because you really understand what you are doing 
and you really know how to apply the lessons learned to other areas.” —CAE of mid-sized financial services firm

Concentrate Staff Expertise—Concentrating expertise with a limited number of staff members can pay dividends, 
suggests Lee Yuill, Vice President of Corporate Internal Audit for Capella Healthcare. “If you have a smaller number of 
people who need a license, you might be able to save on licensing fees. In addition, a user who is very familiar with a 
given product and data objects will be able to build scripts at a faster clip and with greater quality than someone who 
builds them less frequently.”

Analyze Entire Data Populations—“The ability to use data analytics to analyze an entire population as opposed to 
a sample alone speaks volumes to management,” says Ruth Bartholomew, director of internal audit for Rex Hospital 
in Raleigh, NC. “With accounts payable, for example, you can search for potential ties between vendor addresses and 
duplicate payments or other anomalies.”

Promote Data Standardization—When organizing or restructuring back-office activities, start with the same basic meta 
and operational data, deployed everywhere, suggests Ronald Alsen, VP/Internal Audit for Wolters Kluwer NV, TeamMate’s 
corporate parent, adding that such standardization should include both product and customer names as well as syntaxes. 

Capitalize on Management Mobility—Given the ability of audit management systems to provide real-time access 
to all phases of an audit report, audit leaders should consider providing members of senior management and the audit 
committee— their chief stakeholders—with the ability to remotely review, approve and/or comment on audits. So 
suggests Kathy Wierzowiecki, Director of Internal Audit for Williamson County, TX. 
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CONTINUOUS AUDITING & MONITORING: 
STRONG PATHWAY TO ADDING VALUE
Two small but highly capable internal audit groups are demonstrating that continuous or periodic auditing activities 
combined with continuous monitoring can deliver significant value to key stakeholders while enhancing functional 
value for internal audit. 

“With effective continuous auditing processes, we can spend more time on operational auditing and other risk-
based audit areas,” says Bob Lowry, Director of Global Audit Services for Steelcase, a $2.9-billion manufacturer and 
global distributor of office furniture based in Grand Rapids, Michigan. “That’s the holy grail for my audit committee 
chair and our CFO.” 

“Continuous monitoring and auditing allow members of my team to review 100% of the target population and 
focus their attention on only those transactions that raise exceptions based on certain rules,” says Lee Bedford, 
Senior Vice President/Audit & Chief Risk Officer for HealthMarkets, a $500-million health-insurance company 
based in North Richland Hills, TX. 

“Our Audit Committee Chair has provided us with strong support in these areas because he understands the 
benefits of the additional coverage provided by continuous monitoring/auditing projects and our ability to reduce 
expenses by leveraging technology,” Bedford states.

The key to implementing a successful continuous monitoring program, according to Bedford, is to engage the 
business owners early and often. “Pick a specific area where they are struggling to maintain adequate controls and 
provide them with an automated solution wherein 100% of the population is evaluated and their staff only addresses 

Total E&P Nigeria Ltd.:   
Applying Technology to Global Energy Markets 
In many respects, the internal audit function of Total E&P Nigeria Ltd., a global energy company, epitomizes 
the technological breadth and sophistication of leading small audit shops. For example, the company uses 
SAP NetWeaver Business Warehouse (SAP NetWeaver BW) for SAP-related data-extraction, data-
mining and reporting activities. SAP NetWeaver BW is the business-intelligence, data-analytics, and data-
warehousing solution from SAP AG for organizations that run on SAP operating systems.

The Total E&P Nigeria internal audit group also uses BaseAudit, a proprietary, web-based audit database 
utilizing Microsoft Access, for continuous monitoring of oil-and-gas joint-venture audit claims. “We use the 
tool to track and report on audit claims made during the firm’s audits of oil fields and other assets operated 
by the company or its joint-venture partners,” says Bennett Anyanwu, Deputy General Manager/Audit for 
the energy company. In addition, adds Anyanwu, the internal audit department uses SOCRATE, another 
proprietary, web-based application, for periodic assessment and reporting activities related to Sarbanes-
Oxley controls as part of the company’s annual audit plan. “We monitor assessment results online for quality 
assurance of internal controls and for presentation to the company’s external auditors,” Anyanwu states. 

Finally, Total E&P Nigeria’s internal auditors are using TeamRisk to analyze and report on business risks 
during periodic risk assessment campaigns, a task previously conducted with Microsoft Excel. TeamRisk also 
serves as a repository for the company’s business risks, says Anyanwu.  
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exceptions,” he states. “We define continuous monitoring projects as those whereby the business units receive 
exceptions automatically through e-mail and are responsible for addressing the issue and maintaining the appropriate 
documentation. Monitoring projects are run on an agreed-upon schedule with the appropriate business owner.”

For Bedford and his staff at HealthMarkets, building a repository of auditing and periodic/continuous monitoring 
activities is essential. “We have a library of auditing projects available to the team that can be tweaked for each audit 
cycle depending on the scope of the audit,” says Bedford. In terms of process, members of his team add to their library 
of periodic monitoring or continuous monitoring activities, assign frequencies to these activities, and report this 
information to the Audit Committee on an ongoing basis, with the activities becoming part of the audit plan. “With 
the library running in the background, the Audit Committee only sees exceptions,” Bedford adds.

At Steelcase, which distributes furniture and supporting technology products to office, health-care and educational 
markets around the world, technology serves as a strong enabler for their continuous auditing activities. “We’re an 
SAP-ERP shop that has grown globally through acquisition and expansion,” says Lowry, adding that his group uses 
TeamMate as part of its audit- and risk-management activities. To support continuous auditing, they use ACL for 
script development and ControlPanelGRC® for continuous auditing of IT system controls and configurations. Lowry 
describes ControlPanelGRC®—a governance risk and compliance (GRC) and continuous controls monitoring (CCM) 
software solution for SAP environments—as “a really good tool for testing systems and general computer controls 
and settings that is less expensive than investing in SAP solutions.” In addition to ACL and ControlPanelGRC®, 
Lowry and his Steelcase associates are using ACL DirectLink as part of their continuous auditing work, a tool 
Lowry describes as “a ‘bolt-on’ to SAP that allows us to run ACL scripts on a scheduled basis and e-mail reports to 
individuals for follow-up.”

Looking ahead, Lowry says his group is laying plans to move from continuous auditing to continuous monitoring, 
wherein the audit staff would run reports and management would assume ongoing follow-up responsibilities. “Our 
challenge will be to get management to take on this role and complete it on a consistent basis,” he states.

CONTINUOUS AUDITING & MONITORING: STRONG PATHWAY TO ADDING VALUE
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Leveraging Technology to Enhance Property Management
For Ed Eng and Doug Lake, who audit 17 properties for SilverBirch Hotels & Resorts, one of Canada’s leading 
hotel and resort companies, a strong knowledge base is more important than technological prowess. “If a 
property management system at one of our hotels goes down, you can still operate with proper processes in 
place,” says Eng, Senior Internal Auditor and technology chief for SilverBirch’s internal audit function. “The 
same is true when it comes to an audit—if TeamMate went down, we could still do the audit manually.”

Eng says that he and Lake, who is Director, Internal Audit for Vancouver, BC-based SilverBirch, audit the 17 
properties owned and operated by SilverBirch across Canada to make sure that the company’s hotel and 
resort management teams are fulfilling their responsibilities. They also perform construction audits on the 
company’s extensive capital programs. 

During their on-site visits to SilverBirch properties, Eng and Lake review daily exception reports produced 
by the company’s property management and point-of-sales systems to ensure that the reports are being 
reviewed by management and that appropriate and timely action is being taken to address issues of concern.  
SilverBirch’s two-person internal audit group also checks to see whether the company’s risks are being 
addressed effectively.

“During the risk assessment process, we first identify business and audit risks and the controls intended to 
mitigate these risks,” Eng states, “then we audit the existence and effectiveness of the controls at our various 
hotel locations.” In determining whether the property management system is providing hotel managers 
with the correct information, for example, Eng and Lake check a series of management reports covering 
user access to systems, average daily rates against market segments, and adjustment reports to ensure that 
pricing changes are both appropriate and authorized. They also review user activity and pricing in addition 
to quantity changes from pre-authorized amounts, reconciliations and commentaries to ensure that hotel 
controls are operating according to plan. For technology support of these activities, they use Excel templates 
for checklists and TeamMate for centralized storage of reports and working papers. 

Using Technology to Strengthen Compliance with  
IIA Standards
In April of 2011, the Institute of Internal Auditors (IIA) released a Practice Guide entitled Assisting Small 
Internal Audit Activities in Implementing the Standards. In this guide, the IIA assesses the degree of 
likely challenge facing smaller audit functions in complying with each of the IIA’s International Standards for 
the Professional Practice of Internal Auditing (the Standards) and offers guidance to support conformance 
with the Standards. Summary information pertaining to this IPPF (International Professional Practices 
Framework) Guide appears on pages 16 and 17 of this report.

During the panel discussions and interviews conducted for Audit Technology Insights 2013, a number of 
audit leaders discussed how technology has helped them comply with the Standards.  Based on this input, 
TeamMate developed a set of recommendations to harness the power of technology to enhance Standards 
compliance. These recommendations appear on page 17. 

LEVERAGING TECHNOLOGY TO ENHANCE PROPERTY MANAGEMENT



 

Standard # Standard Title Degree of Challenge Selected Guidance Comments

1000
Purpose, Authority, and 
Responsibility LOW N/A

1100 Independence and Objectivity HIGH N/A

1200 Proficiency and Due 
Professional Care

MEDIUM  ❱ Use a formal process that is  
well-organized and documented

 ❱ Use questionnaires, templates,  
guides, manuals

 ❱ Leverage low-cost training

1300 Quality Assurance / 
Improvement Program

HIGH  ❱ Audit review should be embedded in  
each audit

 ❱ Obtain feedback from stakeholders
 ❱ Annually review templates, etc.

2000 Managing the Internal Audit 
Activity

HIGH  ❱ Elements of a well-managed function
 ❱ Risk-based audit plan
 ❱ Timely and effective communications
 ❱ Well-established policies and procedures

2100 Nature of Work MEDIUM  ❱ Use of a risk-based audit approach to ensure 
adequate focus on all areas mandated by the 
Standards

2200 Engagement Planning HIGH  ❱ Risk assessment of relevant areas under review
 ❱ Use of checklists, work programs and 

documentation
 ❱ Use of prior reports, WP’s  
 ❱ Staffing and scheduling of appropriate level  

of staff

2300 Performing the Engagement HIGH  ❱ Appropriate oversight and review of work
 ❱ Quality of audit evidence and related analysis
 ❱ Adequacy of coverage to support findings
 ❱ Sign-offs of WP’s to evidence proper 

supervision and review

2400 Communicating Results MEDIUM  ❱ Need to produce communications that  
are accurate, timely, objective, concise and 
complete

2500 Monitoring Progress MEDIUM  ❱ Prioritize findings on which to follow up
 ❱ Obtain management representation that 

matters are appropriately addressed

2600 Management’s Acceptance  
of Risks

MEDIUM  ❱ Escalation of issue where management 
disagrees with IA

IPPF PRACTICE GUIDE18
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International Standards for the Professional Practice of Internal Auditing
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TeamMate Insights
Recommended Use of Technology to Address Challenges

N/A

N/A

 ❱ Electronic Work Papers (EWP) with embedded audit processes
 ❱ Knowledge repository for procedures and templates
 ❱ Web-based training

 ❱ EWP used to enforce review and signoffs 
 ❱ Survey tool to obtain feedback from stakeholders
 ❱ Updated and approved templates, procedures, questionnaires, etc.  locked 

electronically 

 ❱ Use of a risk assessment tool and related audit plan
 ❱ EWP and knowledge tool for policies and procedures
 ❱ Electronic reporting and issues tracking

 ❱ Risk tool tied to audit plan
 ❱ EWP to enforce audit policies and approach

 ❱ Risk assessment tool
 ❱ Knowledge repository
 ❱ Scheduling tool

 ❱ EWP to facilitate accumulation of documentation and audit evidence
 ❱ EWP to force reviews of coaching notes, signoffs and closure of files
 ❱ Data mining analysis tool for expanded coverage

 ❱ EWP to support consistency of communications, timeliness, accuracy and 
agreement with underlying WP’s 

 ❱ Audit reporting and issues tracking tool 

 ❱ Audit reporting and issues tracking tool

 ❱ Audit reporting and issues tracking
 ❱ Risk tool
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TAKE INCREMENTAL APPROACH  
TO ADOPTING TECHNOLOGY
Sage Advice from HealthMarkets ’ Lee Bedford

For smaller audit shops, adopting new technology tools or systems can be a daunting experience. “Trying to 
embrace an entire technology solution all at once is like trying to drink from a fire hose,” says Lee Bedford, 
Senior Vice President/Audit & Chief Risk Officer for HealthMarkets, a $500-million health-insurance company 
based in North Richland Hills, TX. “There is so much up-front implementation work involved, and there 
are so many features to consider, that it’s counterproductive.” Instead, Bedford recommends a phased-in, 
incremental approach: Start by picking a few features to implement the first year, making sure your auditors 
are comfortable with them. Then, in subsequent years, you can steadily add additional features. 

Leveraging Technology 
By utilizing technology effectively, says Bedford, he and his seven-person staff can provide the same kind 
of assurance as larger internal audit departments without the higher costs. In addition to TeamMate, their 
technology tools include ACL, Approva, Hyena, Oracle, Discoverer, MS SQL Server and Monarch. They also use 
Microsoft Access for much of their database work, a solution they prefer, says Bedford, because of its ease of 
use and quick turnaround of continuous monitoring projects. 

“Given our small staff, we have to leverage technology to get the coverage we need and to provide the audit 
committee and management with the assurance they need,” says Bedford.  “You can’t do things manually and 
expect to meet stakeholder needs. By making good use of technology, we can provide greater audit coverage 
and reduce our footprint on the business.” 

Addressing Skill & Resource Limitations
Bedford believes that the lack of necessary skill sets in employees is probably the biggest challenge facing 
smaller internal audit functions. To address this problem, he tries to capitalize on experienced auditors who are 
long on experience but who aren’t pressing to move up in the organization. 

“With a staff of seven, there is not much room for advancement unless I leave,” Bedford states. “One of the 
things senior people like about our shop is the constant access to new systems and procedures. They are 
constantly learning and being challenged to go out into the business to learn about our mainframe systems, 
security measures, and back-end operations. Gaining such access enables us to speed up our audits, minimize 
business impacts, and provide valued training opportunities.”

To motivate highly experienced staff members, Bedford prioritizes professional development. For example, 
one of his senior hires who happened to have deep IT skills prior to joining Bedford’s staff was able to add the 
CISSP (Certified Information Systems Security Professional) designation to his resume under HealthMarkets’ 
sponsorship. Such additional certifications pay dividends for the individual and department alike, says Bedford.

Two Final Observations
In conclusion, Lee Bedford offers two key insights: First, it’s easier to teach about technology tools and 
leverage your business experience than it is to bring in a technology expert to learn your business. And second, 
get your business units involved in your work. “Do projects that involve them, that save them time,” he states. 
“Above all, strive to provide tangible results so that you create advocates that can promote your department.”
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NO-TECH TO IPAD-DRIVEN HIGH-TECH: 
A CALIFORNIA SUCCESS STORY
Tommie McBee transforms internal audit at Santa Rosa Rancheria  
Tachi-Yokut Tribe

In 2007, Tommie McBee signed on as Director of the Internal Audit Activity for the Santa Rosa Rancheria 
Tachi-Yokut Tribe in Lemoore, CA. At the time, the Tribe’s internal audit function lacked software support 
of any kind, much less an integrated technology solution. Once he was on board, McBee and his lone audit 
associate conducted every audit, and they did so by hand.

Over time, McBee modernized his operation. He acquired TeamMate’s EWP module to enhance report 
writing, TeamRisk to strengthen risk management, and ACL to add a data-mining capability. Today, he and 
his four staff associates serve as a model of efficiency, leveraging their audit management, risk management 
and data-mining capabilities to audit the tribe’s casino and governmental operations, monitor risks and 
streamline audit processes. 

“Technology cuts down the amount of time we spend on our audits, expands what we can do, and makes us 
more efficient,” says McBee, citing his ability to assign a member of his staff to conduct two or three audits 
simultaneously. “Technology also enables us to plan more effectively and do better field work as well as show 
management what we’re doing and how we’re doing it.” 

With their TeamMate audit management  software, preparing work papers and writing reports is largely a cut-
and-paste process, says McBee, noting that much of his department’s work involves repeat audits of casino 
operations and compliance measures. “Our auditors can hit the floor running because they can pull up audit 
steps and objectives from the previous audit,” he states. “We don’t have to reinvent the wheel.” What’s more, 
McBee adds, using ACL for data mining in conjunction with TeamMate enables the department to strengthen 
the auditing process in a number of ways—from conducting random sorts and checking to see whether two 
files match to extracting information from large data sets. 

In a recent move to achieve greater technology value, McBee’s department is providing members of the 
tribe’s audit committee with tablet technology. “Through their iPads, members of our audit committee, who 
are members of the tribal council, have electronic access to our work,” McBee states. “They can pull up a 
report and review it without having to sift through a bunch of paperwork. They can push a button and go to 
a work paper or they can check to see whether all the steps have been completed on a particular audit. And 
if they have a question, they can come to me or my staff.” In addition to equipping members of the audit 
committee with iPads, McBee is looking into transferring all of his department’s work onto tablets. Doing so, 
he believes, will streamline the department’s audit processes, provide staff auditors with ready server access, 
and make audit technology tools easier to use. 
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